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o ' FURTHER THE BECURITY OF THE UNITED STATES
e ENE A VENTING DISCLOSURES OF INFORMATION CONCERN-
. : ING THE CRYPTOGRAPHIC BYBTEMS AND THE COMMUCA-
ore : TION INTELLIGENCE ACTIVITIES OF THE UNITED BTATES
ai - .
o
e .
"‘:: ‘ Mazca 11 (egisiative day, Fesruany 21). 1949.—Ordered to be printed
jent .
ine;l' .
on— Mr. JorNsox of Texas, from the Committee on Armed Services,
vice, submitted the following
)
mum | REPORT
 OFe. ' {To acocompany B. 377}
Img(l:l’
e i i ' ferred the bill
 8lso mmittee on Armed Services, to whom was referr _
Lgr (ST;%?:O enhance further the security of the United States by pre- .
"3‘&1 vo.nting the disclosures of information concerning the crypt ?&3
aport systems and the communication intelligence activities of the m’t.h
which tates, having considered the same, report fuvor;&llyd thereon wi
:‘&'ﬁ; amendments and recommend that the bill as amen o pass.
cs and
ns Wl AMENDMENTS TO THE BILL
ng?::; i insert the following words
leh n: dkgn page 1, line 3, a te‘;'
on. bu » 1 . " ited States or.”
line 9, stfike out the words the Umw,
> > O: %:gi% line 10, after the word “government” and before the
o ?r'x comma Thsert the following words: “knowing the same to have
‘:::te% been obtained by such processes™.
(o}
K:“'l;e”' PURPOSE OF THE BILL .
l g":h)e { this bill, as amended, 18 to prevent the revelation of
' " The purpose of this as . tion
merican import:nt information ;bm_xt the United States oomxgumcuuon
t desire intelligence activities and United States codes and ciphers by persons
he same who ose such information without proper .sut’hn - t0 .!:::ﬂ
ized not scribe penalties to those lnaiOnRiT ARG W uch
terested information. _Stated briefly, A :
is tem- .
amanl e b i BT
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2 ENHANCING THE SECURITY OF THE UNITED BTATES

hniques, and matériel used in the transmission by this
Q:tt?::.c;f t:::cipl?emcf or codod messages. It does not control in mﬁ
;uy the free dissemination of information which might be trannni:ud'

' by code or cipher. Further, it makes it a crime to reveal metho
T uZed by this Nation in breaking the secret codes of a foreign nation.
It also prohibits under certain penalties the d;vu}gmg of any mfc:rl:na;
tion which may bave come into this Government’s hands as a result o
such s code-breaking. The reason for the latter prohibition ukto

: prevent the indication to s foreign nation that we may have broken
- their code system. o _ e
R acts protect this information, but only in s
i limAittzgr:rs: n.t '¥§£§Eﬁ2 the l'?spionlgc Act of 1917 (40 Stat. 217) and
the act of June 10, 1933 (48 Stat. 122). Undeor the ﬁrs(t’, “:l“:fh??ud

velation of information of this kind can be penalize o.uly i ':m:
{; roved that the person making the revelation did so with an inten

g jure the United States. Under the second, only diplomatic
:gd:J and messages transmitted in diplomatic codes are prg&eqbed.
The present bill 18 designed to protect against knowing an illul

ublication or any other revelation of all _131 ortan®in : 87 cill

ni tates communication intell) opera i:ms
dir ormation about all Un tates codes and cip ex? ‘

As the matter now stands, prevention of the disclosure of in omu;
tion of our cryptographic .lyat_emsﬁ.exclusxvet_:li’ti.u:e” Ec&tll:ime:n
’ codes, and of communication intelligence act: sta solely on
i oyalty, and good judgment of numerous in¢
i “‘:rg:;cif::ol%c:n{ wa thcreg were many persons who acquired some

[

Cwr

" i d by this bill in the course of their duties. Most

“}f:h";:til:(rl‘imv::lcs arg no longer connccted with the services b:nd l.l':

x :ot now prohibited from ‘m&k' .cz;clgaxz wﬁc:: :::I\ij e:;o:o
" i .t o ° n‘ . . ’ . . .

e | &?zﬁ%‘?ﬁo&oﬁ:&iﬂ gain and of publicity in making sensational

i nal information within the purview of this act.
dm’f‘ll::u rtﬁp%fsgff fl?xill is well summarized in the quoum:i t_r?\m t:tlt
Joint Congressional Committee for the Investigation of the At

- on Pearl Harbor, which recommended, on page 253 of the report, t%no—
= s ¢ ® effective stepe be taken to insure that statuto q‘rﬁt&e; ;eu&r:ﬁ:&t::
el t rate to the benefit of an enem{ or other forces inimi al to the Natioot
- :l:c\l::it)? ;:xd to the handicap of our own intelligence .gcncl:o. Vith this :
- gress should give agIi
iy g::ncf?x?ly protecting th classificd matter.
-‘. A ’ . . - . -

SOONY. 8 vid only a

= e amall category of classified matter, a category which is both vital and

vulnerable to an ost unique degree.
DA EXPLANATION OF THE BILL

. . . , than
i make it a crime, punishable by not more
sxg'hoaobt‘i‘iewg‘:lgo years’ imprisonment, or both, to knci:‘mgly t..igg
ilfull reveal two categories of information, namely; (1) _ox;gn: on
- ; wh' h zvould nullify the efforts of United States communica ;o ]
et ;ll‘i;ence agencies, and (2) information which would permit foreign
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ENHANCING THE SECURITY OF THX UNITED STATES 3

States. Information of the first category is covered by the following
phrases (qualifying “information”):

® © ® concerning the mature, preparation, or use of any eode, eipher, or

concerning the design, eonstruction, use, maintenance, or repair of
any device, apparatus, or appliance used or prepared or planned for use by
¢ ¢ ¢ any foreign government.

¢ © ¢ concerning the communication intelligence activities of the United
Btates or any foreign governmont.
[ ]

® ¢ obtained by the processes of communication intelligence from the

communications of any foreign government.

Information of the second category is covered by inclusion of the
words, “the United States or’”’ in the first, second, and third of the
phrases quoted above. The bill does not prohibit the publication
or disclosure of United States Government messages in general.

In addition, it should be noted that the restrictions on disclosure
apply onlgoto the types of classified information defined in the phrases

above

uoted 8 sification_must be in
?sct in tho interests of national security.

P

DISCUBSION

Earlicr versiors of this same bill (S. 805, 79th Cong.; S. 1019,
80th Cong.; and S. 2680, 80th Cong.) would have pcnalized the
revelation or publication, not only of direct information about United
States codes and ciphers themselves but of information. transmitted
in United States codes and ciphers. This provision is not included
in the present version. Under the bill as now drafted there is no
penalty for publishing the contents of Unitod States Government
communications (except, of course, those which reveal information in
the categories directly protocted by the bill itsclf). Even the te
of coded Government messages can be published without cnalty
far as this bill is concerned, whether released for such pubgcation b
due authority of & Government department or passed out withou
authority or against orders by personnel of a department. In the
latter case, of course, the Government personnel involved might be
subject to punishment by administrative actiop but not, it is noted.
under the provisions of this bill. :

The bill, while carefully avoiding the infringement of civil liberties
extends the protected fiald covered bi. the extremely narrow act of
Junc 10, 1933 (48 Stat. 122), the latter being of far too limited applica-
tion to afford to certain highly secret Government activities tho ro-
tection which they need. 'The need for protection of this sort is gest
illustrated by an account of the very circumstances which surrounded
the ensctment of the act of June 10, 1033. In 1931 there had been
published in the United States a book which gave a detailed account
of United States successes in breaking Japanese diplomatic codes
during the decade prior to publication. In 1933 it was learned that
the same author had already placed in the hands of his publishers the
mnnusgz)t of another book which made further detailci revelations

od States success in the breaking of forcign diplomatic codes.
Immediate action secured the h ress of the measure

passage by the
of June 10, which effectively stopped publication of the second book.
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ately, the first book had done, and continued to do, irrepar-
}B?m’:m. it had caused & furor in Japancee Government circlos,
and Japanesc diplomatic codes had becn changed shortly aftor its
appoarance. The new codes were more complex and difficult to solve
t the old ones, and throughout the years from then until World
War II not only the Japanese diplomatic eryptograpbers but the
military and paval eryptographers as well were obviously devoting
more study to tograpby than they ever bad beforo. In 1934 they
introduced their first diplomatic machine cipber. Year by year, thar
codes and ciphers improved progressively by radical steps, and United
States cryptanalysts bad more and more difficulty and required more
and more time to bresk them. It can be said that United States
inability to decode the imgorunt Japanese military communications
in the days immediately leading up to Pearl Harbor was directly
ascribable to the statc of code-security consciousness which the revela-
tions of & decade earlier had forced on Japanese officialdom.

RECOMMENDATIONS OF THE DEPARTMENTS

nded letters from the Secretary of Defensc and the
Soz;:::e ":f :gg ei‘hvy to the chairman of the Senate Committee on
Armed ices recommending enactment of this bill:

Tax Brcrerary or Dxrewnsk,
Washington, December 81, 1848
The honorable the CEaIRMAN OF TRE CoMuMITTEE ON ARMED Brmvices,
United Siales Senate.

 CoatmMaN: Attached is a letter addressed to you by the Acting

Begzt?r ‘:?the Navy recommending the enactment of & Rtoposed ft of legis-
lation, also attached, bearing the titie ““To enhance further the sccurity of the
Ubited States by preventing disclosures of information eoncerning the c‘rfv‘m»
aphic systems and the eommunication intelligence activities of the United

“rhis in the National Military
This legislation has bee approved by me for inclusion in ’ 4
t legislative program for the Eighty-first Congress, first sesaion, an
5?;:::}:2:“:; ic;‘:mdlin: it‘;n bebalfl of the goubluhment bhas been placed fo
the Department of the Navy.
peerely yours, James FoRrEsTaL

sNT or T8 Navy,
Tas D:;':;?nm, December 23, 1048.

honorablc the Cmamuan or Tax CommiTrzr ox AmmED Bxrvices,
The United Stales Senate, Washington, D. C.

Mz, CEataMaN: There is trausmitted herewith a draft of a proposed bM
"t? :r:l:lnec further the security of the United Btates by &reventmg isclosures c:l
{nformation eonocrni‘r:g ‘tJhe‘ ery {:&:Phic systcms and the communication intel-

jvities of the Unite R
“‘frnhe: 1:\::;);:0 of the proposed bill is to insure further the military security of tb«;
United States by providing that the unauthorized disclosure by any penor:mos
classificd lnformtt&n oconcerning the cry(rtognphxc systems and the communi-
eation intelligenoe activitics of the Unite States shall be a statutory oﬂcﬁx:;e.m‘
During the war it was neouurg to make & great many matters of 8 con len.

pature acccasible to & considerablc number of scrvice personnel and emp o.)“eu
who have since boen severed from their wartime duties and who may fall u‘; &t
guard official information which is within their knowledge. Existing laws ig l::d
adcquately protect the sccurity of information of this character and it is cons :hst
of utmost urgency and importance from the standpoint of national security
Jegislation be enacted which will fully protect the sccurity of classificd mll}::rﬂ
The Joint Congrossional Committee for the Investigation of the Attack on

: fo/lo w
Coll 1}‘?’7"’ of thiy lette, ?'OM
W 4
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! This Jegislation bas beer ap by me for inclusion 1a the Nationa)
Military Establisbment begislatt program for the Eigbty-Birst Congress,
Srst seseion, and responsidiliyytor bandliag it en bebalf of the Bstadlish-

: ment bas bosn placed 1s thyDepartment of the Navy.

Siacerely yours,
Jaxes Pornesrat.

Navy Drranvursr,
Weshinpton, December 23, 1948.
‘o The bonoradle the Braaxex or yar RHouss or REPATAFXTATIVES,
Weskington. D. C.

Dzan MR BPzaxzx: There o trapsmitied berewith g draft of o pro-
posed M1l “to enbhance further the secarity of the United States by pre-
venting disclosures of Information conceralng the eryptorraphbic systems
and tbe communication intelligence activities of the United States

The purpose of the proposed Bl to tasure furtber the wilitary
sscurity of the Usaited Btates by providing that the spautborized dis-
elosurs by apy nm% of elassifed iInformation oconcerning the erypto-

phic O ¢ eommubicatios fatelligence activities of the
v Uaited States shall be s statatory offense.
During the war it was Becessary o make a great many matters of o
ecobfidential sature accessidie to o considerable sumber of pervice per-
‘ ] sonpel and employees who bave since been severed from tbeir wartime

@uties and who may fail to safeguard oficial faformation which is within
their kpowledge. Existing laws d0 mot 8dequately protect the security
of information ©f this ebaracter and it fs cousidered of utmost argency
and importance from the standpoint of sations! security that legislation
be enacted which will fally protect the security of classified matter.
Tbe Joint Congressiona! Committee for the Investigation of the Attack
ob Pearl Harbor recognized this fact and in its report recommended that
Congress give serious study. among other things. *“to legislation fully

. Pprotecting tbe security of classified matter” (p. 263).

The proposed bill represents the eombined views of the Army, Navy,
Air Force, Central Intelligence Agency. and the Department of State,

. as to the legislation which s Bocessary to prevent the wnautborized dis-

’ closure of such classifed information. The Nary Department s spon-
soring this legislation oz bebalf of the foregoing organiszations.
The proposed bill fs identical with uom Cong., 24 sess) as
Teported from the Armed Services Comis

rlier versions of the proposed kmlu'l’th Conr. and 8.
oxh Cong.) would have penslised : on or publication
Rol-0Bly of direct information about United Blates codes and cipbers
themselves but of information tranamitted 1o United States codes and
cipbers. This provision s not included tn the present version.

(] The proposed dil) extends the protected Seld covered by the extremely
BATTOW act of Jube 10, 1933 (48 Stat. 122, 22 U. §. C. 815), which act
is of far too limited application to aford 1o ecertain bighly secret Gov-

l ernment activities the protectiop whicd they meed. The proposcd legis-
lation does pot in any way control the free dissemination of information
which migbt be transmitted by code or cipber unleas the information
bas been obtained by clandestine interception and eryptanalysis.

At present, there are two acts affording limited protection to erypto-
graphic information. These are the Espionage Act of 1917 (50 U. §. C.
31 et seg.), and the adove-mentioped act of June 10, 1933. Under the
Espionage Act, unautborized revelation of information ean be penalized
only if it can be proved that the person making the revelation 4id so

( with the intent to injure the United Btates. Under the 1933 act, only
diplomatic codes and messages transmitted i» diplomatic eodes are
protected. The proposed legislation is designed to protect against pud-
lication or any other revelation, m‘%g:l. of all important
foformation affecting United Btates communica elligence operations
and all direct faformation about all United Btates eodes and eiphers.

2301
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LEGISLATIVE HISTORY

The MNavy Depariment, in eonjusction with the Army, Alr Poree,
Centra) Intelligence Agency, 8nd the Department of State, strongly recom-
mends the epactment of the proposed bil.

The Navy Department bas been 88vised by the Bureay of the Buéget
that there s no objection 1o the submissiod of this proposed Jeghalation
to the Congress.

Sincerely yours,
W. Jomn KxW¥EY,
Acting Becvetary of the Novy.

The Senote hes amended the bill 8s recommended by the
by including in section | of the bil, the words “knowingly
The purpose of this smendment is to make it clesr thet ;
on inodvertent, idle, indiscreet disclosure, but one why
the purpose prohibited. 7

The committes recommends that the bill, S. 277, es emended by the
Senate, do pess. 3

was made for

- .
v

ARMY AND NAVY NURSES — APPOINTMENTS
For test of Act see p. 160

Senate Report No. 1267, Apr. 19, l’SO [To sccompany H. R. §874)
House Report No. 1375, Oct. 10, 1949 [To accompany H. R. §876]

The Senate Report repesths /h'{wbﬂmco the House Report.
Senate Report No. 1267

»4E Committee on Armed Services, to whom wes referred the bill

(H. R. 587¢) to smend jho Army-Navy Nurses Act of 1947, to pro-

vide for additiona! appointments, and for other purposes. having consid-

ered the some, report fayorably thereon with smendments, end recom-
mend thet the bill, as smended. do pess.

/ PURPOSE OF THE BILL

This bill proposesl'/fo reopen for @ period of | yser the integretion
progrem for the Rgguler Army Nurse Corps and the Women's Medice!
Specialist Corps gf the Reguler Army and to reise (eho for & period
of 1 yeer) the age limit for appointment in the Army and Navy Nurse
Corps. It also‘l'oﬂech » number of technica! changes in the Army-Navy
Nurses Act of 1947 which are rendered necessary becouse of the enact-
ment of the Dfficer Personnel Procurement Act of 1947 and the Reserve
Retirement Act of 1948.

EXPLANATION OF THE BILL

ajority of the provisions of this bill sre of a technical nature
and ofe best understood by referring to the section-by-section analysis.
whicl follows. The most important substantive provision has to do with
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